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Cybersecurity Specialist 
 
Location: Zhongshan 
Sector: Energy Power /Manufacturing 
Starting date: ASAP 
Job Reference: CDS2025075 
 
ABOUT THE COMPANY  
Our client is a global leader in advanced energy solutions, specializing in the design and production of innovative 
battery systems for sustainable mobility and industrial applications. Committed to safety, technological 
excellence, and long-term reliability, the company integrates high standards of cybersecurity to protect its 
operations, products, and digital ecosystem. 
 
MISSION 
They are searching for a cybersecurity Specialist to strengthen the organization’s security posture by 
implementing protective measures, assessing risks, and responding to incidents. The role ensures that IT and 
operational environments are secured by design, supports compliance with international standards, and 
collaborates closely with internal teams to maintain a resilient and secure infrastructure. 
 
RESPONSIBILITIES 

• Define, implement, and monitor cybersecurity policies, standards, and procedures 
• Conduct risk assessments, vulnerability analyses, and penetration tests across IT systems. 
• Lead incident detection, response, and recovery activities. 
• Manage and optimize security solutions such as firewalls, EDR, SIEM, and identity management tools. 
• Work with IT, R&D, and Operations teams to integrate security principles into all systems and products. 
• Deliver cybersecurity awareness training to employees. 
• Ensure compliance with relevant frameworks and regulations, including ISO 27001, NIST, and EU 

cybersecurity requirements. 
• Support internal and external audits and coordinate with partners or authorities on security matters. 
• Respond to data breaches, malware threats, and other security incidents. 
• Test data loss scenarios and evaluate the effectiveness of recovery strategies. 

 
REQUIREMENTS 

• Degree in Computer Science, Cybersecurity, or a related field. 
• Minimum 3 years of experience in cybersecurity, preferably in an industrial environment. 
• Solid knowledge of network and system security (firewalls, VPNs, IDS/IPS, endpoint protection). 
• Experience with cloud security tools (Microsoft 365, Azure AD, SharePoint). 
• Proficiency in vulnerability management and penetration testing tools. 

https://www.ccifc.org/services/hr-services.html
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• Familiarity with major security frameworks and best practices. 
• Strong analytical, communication, and problem-solving skills. 
• Ability to adapt quickly, follow procedures accurately, and communicate clearly. 
• Experience with OT/SCADA systems is a plus 
• Fluency in English; French is a plus. 

 
APPLICATION  
Please send your resume and your motivation letter to: sc-recruitment@ccifc.org 
Mail subject: Your name | Job title - location [Job reference] 
Ex. Your name | Cybersecurity Specialist - Zhongshan [CDS2025075] 
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